oo EN.Michigan

Unless otherwise noted, the content of this course material is licensed under a
Creative Commons Attribution 3.0 License.
http://creativecommons.org/licenses/by/3.0/.

Copyright © 2009, Charles Severance.

You assume all responsibility for use and potential liability associated with any use of the material. Material contains copyrighted content, used in
accordance with U.5. law. Copyright holders of content included in this material should contact open.michigan@umich.edu with any questions,
corrections, or clarifications regarding the use of content. The Regents of the University of Michigan do not license the use of third party content
posted to this site unless such a license is specifically granted in connection with particular content. Users of content are responsible for their
compliance with applicable law. Mention of specific products in this material solely represents the opinion of the speaker and does not represent an
endorsement by the University of Michigan. For more information about how to cite these materials visit
http://michigan.educommons.net/about/terms-of-use.

Any medical information in this material is intended to inform and educate and is not a tool for self-diagnosis or a replacement for medical
evaluation, advice, diagnosis or treatment by a healthcare professional. You should speak to your physician or make an appointment to be seen if you
have questions or concerns about this information or your medical condition. Viewer discretion is advised: Material may contain medical images that

may be disturbing to some viewers.

UNIVERSITY OF MICHIGAN @ ®



Cookies and Sessions

Charles Severance
www.dr-chuck.com



BROWSEE Lo Tt el tor Beotdee SERVER

OUIN

How stuff looks How stuff gets back and forth... How stuff gets made and stored

For each of these aspects of the web, we have many standards and languages and techniques
to learn.



www.umich.edu www.facebook.com www.yahoo.com

29 1mages.yahoo.com
times
The read-only web: R

yis

hypertext navigation -

- | e o + l_i http:..': Jwww.new.faceb un k.con ome.php (ScreenShOt) Source: WWW' fac ebOOk. Com

rE———— — e (Globe) source: http://www.clker.com/clipart-2123.html
and IOtS Of GETS facebook  rome Profile Friends inbox @) (Server) source: http://www.clker.com/clipart-server.html

B Charles Off to RHL. Mmmmm. s

I_] Applications | {3

EJ 4 new notifications
News Feed Status Updates Photos Posted Items  Live Feed ¥ EJ 4 new notifications

Applications

9 of 30 items

Sponsor

A Online Friends (0)

", completed 152 of 153 items


http://www.facebook.com/
http://www.clker.com/clipart-2123.html

(Screenshots) Source: ctools.umich.edu
ctools.umich.edu (Globe) source: http://www.clker.com/clipart-2123.html
(Server) source: http://www.clker.com/clipart-server.html

Servers get used by many users
at the same time.

S ctools.umich.edu =
' My Workspace | SI 539 | SI 539 W08 | SI 539 F08 | 51502 | MGRID | - more sites -
M - -
2 Workste Information
Univarsity of Michigan e e i -

Medical Schaal g
HGR]D There are currently no announcements at this

Schedule

My Wi - more sites -

Announcements

Discussion

Drop Box Mission Recent Discussion Items 2

Home There are currently no announcements at this Chat Room . :
B ’ © . iy There are currently no messages at this location.

Email Archive

Seminar Registration location.

Announcements Mews

syllabus http: / /merid.umich. et

Site Info

Resources

Forums
= Questions about the content

or the course: Cary Messages & Forums Notifications
Englebe

HE.'Lp

Recent Chat Messa 2

Assignments
Attendence Admin
Site Info

Page Order Tool Mew in Forums Mone

M4 Therapeutics: Overview and Syllabus

]

ctools.umich.edu

Course Description View or Read

Course Overview

My Workspace | SI 539 | SI 539 W08 | SI 539 FOB | SI502 | SI502Staff |
(Student Perspective)
Course Introduction

Inline Content
J Assignments Online Content

s
HOME i | Ackement List || Grade t | Stu

Seminars
Resources Individual Research
Submissions for "Assignment - 04 - Tables and Forms” Grading

3 ding
Site Info 5

Tal
v

View | All Sections/Groups ¥ |

Help
Syllabus

Week Dates

Wkl Feb11-17

Users present:
cad All | Re Gra | Upload All

n this grade to all participants without a grade:

ving 1 - 55 of 55 1

Wk2 Fep1g-24 Jabetes nfectio Daniel Saddawi-Kenefka (Medical Student)
y B describes his experience of the course.

| Show 200 items... % |

Thrombaosis

Feb 25-Mar Gerlatrics = Pharm netics « PM &



http://www.clker.com/clipart-2123.html

When folks hit a button...
everyone POSTs

M

University of Michigan
Medical Schaal

My Wi

Home

Seminar Registration
Announcements
Resources

Forums

Assignments
Attendence Admin
Site Info

Page Order Tool

- more sites -

There are currently no announcements at this
location.

syllabus

= Questions about the content

or the course: Cary Messages & Forums Notifications
Englebe

MNew in Forums MNone

ctools.umich.edu Logout

My Workspace | SI 539 | SI 539 W08 | SI 539 FOB | SI502 | SI502Staff |

Home
Resources

Site Info
Help

Users present:

Add | gnment List | Grade t | Stu X er | Per

Submissions for "Assignment - 04 - Tables and Forms”

Tal
v

View | All Sections/Groups ¥ |

cad All | Re Gra | Upload All
n this grade to all participants without a grade:
ving 1 - 55 of 55 1

| Show 200 items... = |

ctools.umich.edu

(Screenshots) Source: ctools.umich.edu
(Globe) source: http://www.clker.com/clipart-2123.html
(Server) source: http://www.clker.com/clipart-server.html

ctools.umich.edu Losout

My Workspace | 1539 | SI 539 W08 | SI 539 FO8 | SI502 | MGRID | - more sites -

O ? Recent Announcements ?
HGR]D There are currently no announcements at this

Schedule

A Worksite Information

Announcements
Discussion

Drop Box Mission Recent Discussion Items 2

Chat Room There are currently no messages at this location.
Email Archive
Mews
http: / /merid.umich. et
Site Info

Help 0jects
Recent Chat Messa 2

M4 Therapeutics: Overview and Syllabus

Course Description View or Read

Course Overview
(Student Perspective)
Course Introduction
Online Content
Seminars

Individual Research

Grading

Syllabus
Week Dates

Wkl Feb11-17

Wk2 Feb 1B-24

Feb 25-Mar

Daniel Saddawi-Kenefka (Medical Student)
describes his experience of the course.
Thrombosls

Gerlatrics = Pharm netics « PM &
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2?? Server Questions ???

Who is this user?

Are they logged in yet!

What screen did they come from!?
What button did they push!?
Where do we store this data!

What screen do they want next?



2?? Server Questions ???

1\

Who is this user?

Are they logged in yet!

What screen did they come from!?
What button did they push!?
Where do we store this data!?

What screen do they want next?

Over and over and over and
over and over and over and
over....

same as it ever was



Cookies and Sessions
Maintaining State in HT TP



High Level Summary

® The web is ‘“‘stateless’ - the browser does not maintain a connection
to the server while you are looking at a page. You may never come

back to the same server - or it may be a long time - or it may be one
second later

® So we need a way for servers to know “which browser is this?”
® |n the browser state is stored in “Cookies”

® |n the server state is stored in “Sessions’”



Source: https://weblogin.umich.edu/

UNIVERSITY OF MICHIGAN

AUTHENTICATION REQUIRED::

Login ID
You are connecting to a U-M website that requires

authentication. Please enter your Login ID (unigname or Password

Friend ID) and password to continue.
> MToken

Meed a Login ID?

_ (Log In )
If vou don't have a Login ID, yvou can create one now. . :

Forgot your password?
Login Help

adhere to U-M computing policies and guidelines

Some Web sites always seem to want to know who you are!



Find & Follow Public Timeline Settings Help Sign out Sources: www.twitter.com & www.flickr.com

yvour profile

What are you doing?

Home You Organize Contacts Groups Explore
Recent Replies Archive

dkeats Spending the morning with the eLearning team .
innovation, and participation in a community of practic NI hﬂﬂ dl'-ﬂhl.lﬂk!

Energizing. 3 minutes ago from web

drchuck Working on lecture slides - talking about cool
sessions. 5 minutes ago from web o + You have 1 new message. » Upload Photos (or, ook at our uploading tools...)

¢ Find vour friends

saying it said things | wasn't at all agreeing with. Right.
ago from twitterrific

Flickr News

microcline Back from walking the dogs. Cleaned them Flickr is more fun with friends, butitis a big busy
can, but they don't get to share the futon tonight. 31 m pjace, and sometimes it can be hard to find the people you
from web know. The new Find Your... read more news

a¢
. MattH Ordered Urban Fortunes from Amazon because » Your Photos (Recent activity / Comments you've made)

» Flickr Blog Great photos & latest news, daily!

ADWVERTISEMEMNT

LanceTd

Other Web sites always seem to know who you are!



http://www.twitter.com/

Browser

Server

Click Draw

A

Whole
Page

GET

You watch the YouTube video
for 30 seconds

How you see YouTube...

Source: http://www.youtube.com/watch?v=f90ysF9Benl

Click Draw
y.\
Whole
Page
GET






Multi-User

® When a server is interacting with many different browsers at the same

time, the server needs to know *which™ browser a particular request
came from

® Request / Response initially was stateless - all browsers looked
identical - this was really really bad and did not last very long at all.



Web Cookies to the Rescue

lechnically, cookies are arbitrary pieces of data chosen by the Web
server and sent to the browser. The browser returns them

unchanged to the server, introducing a state (memory of previous
events) into otherwise stateless HT'TP transactions. Without
cookies, each retrieval of a Web page or component of a Web page

is an isolated event, mostly unrelated to all other views of the
pages of the same site.

http://en.wikipedia.org/wiki/HTTP cookie



1. browser requests a Web page

2. server sends page+cookie

talk  rey preferences oy wEEGRISE  md contrbutions  log oat

| CﬂDkIE | manual dizCussion Edr TEhary

[_ % ] nual F’arameters to
‘ ex.

MEdlﬂWlki FI P

WE b : ; _ This page s a partial list o e pasanmesters o
revigaton | e wid] NP
i po, 18 maEn sorpt of te Meclaiwik

b rﬂw 5 E r ; ;-ln': DJ::It S software, Mast of thess Fvuments are usually

qien as GET parameters in the URL, Dt can

» Recent changes

Hala diso be passed ag FOST dala. POET is
. Wanuzl actuzlly requirad in gomsa caess, such 23 e
s FAG purge acton For Sy Mous USars,

gh | Mote: The information on this page is no
= OLPPan des

EI'.'I-I'I1P|-E"|-E'

3. browser requests another page

cookle

http://en.wikipedia.org/wiki/HTTP cookie




Cookies In the Browser

® Cookies are marked as to the web addresses they come from - the
browser only sends back cookies that were originally set by the same
web server

® Cookies have an expiration date - some last for years - others are
short-term and go away as soon as the browser is closed



Playing with Cookies

® Firefox Developer Plugin has a set of cookie features

® Other browsers have a way to view or change cookies



myworkspace@ctools.umich.edu

My Workspace | 51539 | 51539 WOB | SI 539 FOB | SI502 | SI5025taff |

Warksite Setup
Membership
Schedule
Announcements
Resources

News

Web Content
Preferences

Teaching
Questionnaires

Help

Users present:

Lharles Severance

Instructors: Textbook |
Access

Mow available, class instructors car
enter by October 29 early order de

Teaching Questionnair
Sullivan

| am writing to tell you about an i
mast of the University’s schools ani
this semester, Fall 2008, TQ evalua
longer be printed. Instructors read

Move, Hide, and Rearr:

¥ou can customize your tabs usil
'Customize Tabs' item in the Pref

Salkai dr-chuck.com

&) Disable ~ S Cookies =

CTools : My Workspace : Home

(Screenshots) Source: ctools.umich.edu

| = more sites -

Cookie Information - https://ctools.umich.edu/portal

!:E @ v | [ |[G]* Google Q,

MWA Chuck's Media

iPhone Mavigation |13k CT 51 182 Sakai Based Service : ... portal

| Forms + |53 Images * {8 Information - Miscellaneous * - Outline » _ . Resize v

Ei Cookie Information - https://ct...

HOST
PATH
SECURE
EXPIRES

Edit Cookie

utmz

54743033.12247208949 7.7 utmesr=rubylearn.comlutmecn=(referral)lutmemd=referrallutmect=/

Ltools.umich.edu

/

Mo

Thu, 23 Apr 2009 14:45:49 GMT

HOST
PATH
SECURE
EXPIRES

JSESSIONID

2962baf3-60fb-42¢cb-a05d-6213574eb7cB.kungpao

ctooals.umich.edu

/

Mo

At End Of Session




Two Kinds of Cookies

® Two kinds of cookies

® | ong-lived - who you are - account name last access time - you can
close and reopen your browser and it is still there

® Temporary - used to identify your session - it goes away when you
close the browser



Sakai dr-chuck.com

= Disable » /& Cookies -

Cookie Information - http://www.dr-chuck.com/

e

NWA Chuck's Media

(55 »

€3 Dr. Chuck's Interactive Person...

v

iPhone Navigation I3k CT 5§ 182 Saka Based Service: .. portal

| Forms v |[# Images * ¥ Information v Miscellaneous = . Outline -

&4 Cookie Information - http:/ jww...

. Resize - ;

Q

Tools ~

w

NAME
VALUE
HOST
PATH
SECURE
EXPIRES

Edit Cookie

utmb

140904167

Adr-chuck.com

!

Mo

Wed, 24 Sep 2008 10:28:02 GMT

The Firefox Web Developer
Plugin Shows Cookies for the
Current Host.

NAME
VALUE
HOST
PATH
SECURE
EXPIRES

utme

140904167

Adr-chuck.com

!

Mo

At End Of Session




Sakai dr-chuck.com

Cookie Information - http://www.dr-chuck.com/

e

v

NWA Chuck's Media iPhone Navigation I3k CT 5§ 182 Sakal Based Service : ...

= Disable * [5 Cookies » [] CSS = [-=| Forms ~ |[#| Images * ¥ Information - Miscellaneous =

€3 Dr. Chuck's Interactive Person...

&3 Cookie Information - http:/ fww...
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. Resize - ;

Q
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w

HOST
PATH
SECURE
EXPIRES

Edit Cookie
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140904167
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!
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Wed, 24 Sep 2008 10:28:02 GMT

Google Analytics Cookies

HOST
PATH
SECURE
EXPIRES

utme

140904167

Adr-chuck.com

!

Mo

At End Of Session




Request Response Again!
This time with cookies...



(Screenshot) Source: www.dr-chuck.com

HT TP Request / Response Cycle

Web Serve

(Review)

HTTP HTTP
Request Response

<] & + | B nmp: dr-chuck.com/ s

M H T Tw

SOC Tz U-Mv Ant I8k 13k dr

shal Gm

Gc src Jira TryPython loy-py 182 601 Fed-G4 Holt hen 3

Now Playing on Netfact|
miscellaneous material. This also includes a number of activities and sites which | 3

% This site contains a bunch of stuff including software, tslevision shows, and other
‘Q ] have done with my good fiend Richard Wiggins.

New Project: Sakai / IMS is Selected for Google Summer of Code 2008!

- — N %&?
Bl g™ & I ] I Y i P GraigtSgprmae._ 82 Now Video: Dr. Chuck’ Ruby Lecture from Universidad Politecnica de Valenc
L , .I L L " J. Li J.L 3 b *l- o A {emmipe ).
o 4 o " Quick Links New Major: Informatics @ Michigan

i

-
Chuck’s TV and Media Teaching
Chuck's Talks Sl 182 - Building Applications for Information Environments

Chuck's Book S1 539 - Design of Complex Web Sites (Rails)
Chuck's Columns  SI 543 - Introductory Programming (Java) (Login) Internet and Web Pio

Internet Explorer, FireFox, Safari, etc. EEi

Chuck’s Papers Paul Kunz put the first

-
¥ . i . S . " A Film About Brent and His ATV server in the United St4
L] L) L] B r UM School of How to install a hardwood floor in 4 minutes! i i
L a L L r 2! Information Dr. Chuck goes motocross racing (2007)
Sakal Planet Blog Dr. Chuck goes stock car racing (2002)
IMS GLC Audition Tape which we sent to TechTV which was rejected :(. Accelerator (SLAC
Making a Simple Cartoon Three short animations from Chuck and Brent. www.slac.stanford.edu)
=g a Nuthin® But Net A Television show contained 300,000 elect:
=9 NewsTalk 870 - Rich and | were on the radio once per month from the mid 90's coples of Plysics peps)
; through2004. The SLAC web serve]
h.d More Multimedia Projects... helped early adopters of
f - Web to better understg
Chuck's Twittsr  Software Tools the value of world-wid
Want to write something PHP image software for v300 and Treo-600 SMS network of resourcet
about the patent thing -  ClipBoard-2000 - Distance Education Software brought together in the
but discretion is the  Sync-0-Matic 2000 - Distance Education Software browsers with an
better part of valor. 1day Other software Tools unprecedented ease of
_ ao A Flash Video: 5 minutdg

http://www.oreilly.com/openbook/cgi/ch04 02.html



HT TP Request / Response Cycle

A

We do or 1nitial

| GET to a server. The
ifcz 12 lt?‘ijzgggui?w L1 server checks to see if we
Accept: text/htm] have a cookie with a
User-Agent: Lynx/2.4 particular name set.
Since this our first
interaction, we do not have
cookies set for this host.

HTTP
Request

http://www.oreilly.com/openbook/cgi/ch04 02.html



HT TP Request / Response Cycle

Web Serve HTTP/1.1 200 OK

Content-type: text/html
Set-Cookie: sessid=123

Along with the rest of the response,

the server spts a cookie Wlth some <head> .. </head>
name (sessid) and sends 1t back Y 4
along with the rest of the response. < DOdy>
Br() e <hl1>Welcome ....
| 4 HTTP
host: sessid=123
Response

http://www.oreilly.com/openbook/cgi/ch04 02.html



HT TP Request / Response Cycle

A

GET /index.html HTTP/1.1

Accept: www/source

Accept: text/html From that point forward, each time

we send a GET or POST to the
server, we include any cookies
which were set by that host.

User-Agent: Lynx/2.4

HTTP
Request

http://www.oreilly.com/openbook/cgi/ch04 02.html



HTTP Request / Response Cycle

HTTP/1.1 200 OK

Content-type: text/html
Set-Cookie: name=chuck

On each response, the server can

change a cookie value or add <dea d> ~ / head>
another cookie. Y .
<body>
BI’OWSG <h1>Welcome ....
4
host: sessid=123
host:name=chuck HTTP
Response

http://www.oreilly.com/openbook/cgi/ch04 02.html



HT TP Request / Response Cycle

GET /index.html HTTP/1.1 A

Accept: www/source
p From that point forward, each time

ACCGptI text/html we send a GET or POST to the
server, we Include all the cookies
which were set by that

User-Agent: Lynx/2.4

HTTP
Request

http://www.oreilly.com/openbook/cgi/ch04 02.html



Browser

Page Page Page

A A A
@ @
2 2
. z.
o o

E

@)

GET GET POST

Server

Remember that cookies are only sent back to the host that set the cookie



Search:

® We ony send cookies back to the
host that originally set the cookie

The following cookies are stored on your computer:

Cookie Name

L7
-
e}

go.com
gocalifornia.about.com
google.ca

google.ch

google.co.jp
google.co.nz
google.co.uk
google.com

® The browser has *lots* of cookies
for lots of hosts

[ 2
>
[ 3
|
>
>
[ 3
|

Name: <no
Content:

® To ses all Cookies: Firefox -> e <o

Path: -

Preferences -> Privacy -> Show e

Expires: <no

Cool(ies Remove Cookie Remove All Cookies




Using Cookies to Support Sessions
and Login / Logout



Source: https://weblogin.umich.edu/

UNIVERSITY OF MICHIGAN

AUTHENTICATION REQUIRED::

Login ID
You are connecting to a U-M website that requires

authentication. Please enter your Login ID (unigname or Password

Friend ID) and password to continue.
P MToken

Meed a Login ID?

, I.-" L‘]g Ir-l "'-I
If you don't have a Login ID, you can create one now. . :

Forgot your password?
Login Help

adhere to U-M computing policies and guidelines

Some Web sites always seem to want to know who you are!



In The Server - Sessions

® |n most server applications, as soon as we meet a hew browser - we
create a session

® Ve set a session cookie to be stored in the browser which indicates
the session id in use

® The creation and destruction of sessions is generally handled by a web
framework or some utility code that we just use to manage the

sessions



Session ldentifier

® A large, random number that we place in a browser cookie the first
time we encounter a browser.

® This number is used to pick from the many sessions that the server
has active at any one time.

® Server software stores data in the session which it wants to have from
one request to another from the same browser.

® Shopping cart or login information is stored in the session in the
server






Server

Request

Browser C




Server

Create
Session

Request yr.

index:

Browser € “Please

log 1n”
c00k=97 /
<

Response




Source: https://weblogin.umich.edu/

Typing

UNIVERSITY OF MICHIGAN WEBLOGIN

AUTHENTICATION REQUIRED::

Browser C

cook=97

Server

Session 97

We now have a session
established
but are not yet logged 1n.



Login / Logout

Having a session is not the same as being logged in.

Generally you have a session the instant you connect to a web site
The Session ID cookie is set when the first page is delivered

Login puts user information in the session (stored in the server)

Logout removes user information from the session



Server

Request :
~N

login:

if good:
set user




Server

Request

|

login:
Browser € if good:
set user

COOK=9T

Response



Server

COOK=IT:




Using Sessions for Other Stuff



Server

I
6

CO0k=46




Server

I
6

CO0k=46

withdraw:

bal=bal-100



Server

m— ¢ 0 0k=40

Click

withdraw:

bal=bal-100



Server

N

withdraw:

bal=bal-100



Server

Request

%\

withdraw:

Response

bal=bal-100



Review...



High Level Summary

® The web is “‘stateless’ - the browser does not maintain a connection
to the server while you are looking at a page. You may never come

back to the same server - or it may be a long time - or it may be one
second later

® So we need a way for servers to know “which browser is this?”
® |n the browser state is stored in “Cookies”

® |n the server state is stored in “Sessions’”



Browser

Server

Click Draw

A

Whole
Page

GET

You watch the YouTube video

for an 30 seconds

How you see YouTube...

Source: http://www.youtube.com/watch?v=f90ysF9Benl

Click Draw
y.\
Whole
Page
GET






Browser

Click Draw Click Draw

Whole
Page

Whole
Page

Session 42



2?? Server Questions ???

Who is this user?

Are they logged in yet!

What screen did they come from!?
What button did they push!?
Where do we store this data!

What screen do they want next?



Cookie/Session Summary

Cookies take the stateless web and allow servers to store small
“breadcrumbs’ in each browser.

Session IDs are large random numbers stored in a cookie and used to
maintain a session on the server for each of the browsers connecting
to the server

Server software stores sessions *somewhere™ - each time a request
comes back in, the right session is retrieved based on the cookie

Server uses the session as a scratch space for little things
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